Passwordless file transfer using Kerberos and WinSCP

Passwordless file transfer using Kerberos and WinSCP

. Install WinSCP from https://winscp.net/eng/download.php, use default options when prompted

Get Kerberos ticket for the account you want to log in

If you have multiple tickets, you need to "make default" the one you want to use for the remote server.
Double click WinSCP, double click "New Site".

. For File protocol, use either SFTP or SCP

. Enter hostname you want to connect to

. Enter username (this is the username on the remote host you want to connect as)

. In the drop down labelled "Advanced", choose "Advanced" then authentication.

. Check both checkboxes under GSSAPI

. Uncheck "Attempt authentication using Pageant

COONOUTAWNR

[N

Environment [ ] Bypass authentication entirely (SSH-2)

- Directories
Authentication options

- Recyde bin
- SCPfShell [ | attempt authentication using Pageant

un;echun [ ] attempt TIS or CryptoCard authentication (S5H-1)
- Proxy
o Tunnel Attempt 'keyboard-interactive’ authentication (55H-2)

s5H Respond with password to the first prompt
- Key exchange

~| Authentication Authentication parameters

- Bugs .
Note [ ] Allow agent forwarding
Private key file:

G55APT
Attemnpt GSSAPT authentication (55H-2)

Allow GSSAPI credential delegation

11. Click OK, then Save the session setting.

You should be able to connect without password (You might be prompted WRT host key, make sure you save it to avoid the prompt in the future)


https://winscp.net/eng/download.php

