Setting up a DUO D100 2FA Device - August 2019

Q: | picked up a DUO D100 Token after August 1,2019 - How do |
register it?

Context

® As of August 2019, MIT provides an updated version of the DUO D100 Token (seen below)

27-9569707-6
(R

Digipass® GO 6
Made in China

® These tokens have changed the method to activate the device

Answer

1.) Go to duo.mit.edu click on the "next" button
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MIT Duo Security Account Management

This page will allow you to enroll in MIT's Duo Security two-factor authentication system, and to manage your existing
account settings.

What is Duo?

Two-factor authentication provides additional security by requiring both something you know (your username and
password), and something you have (such as a cell phone, hardware token, and/or landline) any time you authenticate to
a Duo-enabled system.

Why Use It?

By turning on Duo Two Factor authentication, you can protect your MIT identity, and make sure no one else can act on your
behalf with certain services, even if your password has been compromised.

Two-factor authentication is required for some users accessing some systems and s available as optional extra security
for others.

For more information, please consult the IS&T Knowledge Base.

2.) Log in using a personal certificate or Kerberos authentication




Touchstone@MIT

Welcome, please identify yourself to access MIT services.

Have an MIT certificate?

Use Certificate - Go

") Always login with this

No certificate? Use Kerberos username

Username: I:l@mi(.edu
SO — oo |

Have Kerberos tickets?

Use existing tickets - Go

Always login with this
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3.) Once logged in, opt to "Register a New Hardware Token"

MIT Duo Security Account Management

You have the following devices associated with your account.

Options
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Available Options:

* Register a new phone
« Register a new hardware token
« Register a new tablet (iPad) or other device (iPod, i0S/Android phone without cellular connection)

4.) From the Drop down menu choose "D100"

MIT Duo Security Account Management

Please enter the information about your hardware token below.
Type: v YubiKey
RLUEWNTT - Duo D100

5.) Enter the string of digits on the back of your device without the dashes. Then add "GO60OATH" directly after the digits (no spaces).

MIT Duo Security Account Management
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Please enter theinformation about your hardware token below.
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Submit

Get Help

For additional assistance with Duo, troubleshooting, lost/stolen devices, or any other Duo issues, contact the IS&T Service Desk.

% Account resets for lost/stolen devices or changed phone numbers require identity verification. You will need to provide proof via a valid photo
ID (MIT ID, government issued ID card, driver's license, passport, etc).


https://ist.mit.edu/help

