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!, This article pertains only to computers on the WIN domain. It also applies to computers that have the SCCM client installed.

=

Bitlocker will be deployed by IT administrators in two main ways

® Via MECM for existing computers
® Via Lite Touch imaging for new computers being joined to the WIN domain

EUC Lite Touch

All computers imaging using EUC Lite Touch and joined to the WIN domain (under the Endpoints OU) during imaging will be automatically
enabled with BitLocker encryption. TPM will be enabled (Lenovo and Dell computers only), the MBAM client will be installed, and the BitLocker
encryption keys will be stored in the MBAM database. If you are putting a computer into Endpoints and would like to NOT encrypt, please select to
Opt-Out of BitLocker from the bottom of the applications list. End-users and IT administrators will be able to recover BitLocker Recover Keys via
the MBAM self-service web portal.

MECM

IT Administrators can deploy a task sequence to their computer via MECM. The task sequence can be found in the software library under
Operating Systems -> Task Sequences -> MIT Task Sequences -> Enable BitLocker.
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Deploy the task sequences in the same manner as any other application.


http://kb.mit.edu/confluence/display/istcontrib/MECM+-+SCCM+-+Create+a+Deployment

-ﬂ Notes:

* |f the MECM task sequence is applied to a computer that already has BitLocker enabled, a new key will NOT be

created.
® |f the disk was encrypted before joining the computer to the domain, the recovery key will NOT be automatically

escrowed in AD, you must manually upload it. The existing key will simply be escrowed in the MBAM database.

See Also

® Encryption Landing Page


http://kb.mit.edu/confluence/display/istcontrib/Manually+Backup+BitLocker+Recovery+Key+to+AD
http://kb.mit.edu/confluence/display/istcontrib/Encryption+Landing+Page

