Firefox not Selecting Correct Certificate

Firefox not Selecting Correct Certificate

This is a workaround for Firefox not selecting the correct MIT Certificate by default if more than one is installed

1. Click on the Menu button, then click Preferences
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2. Click on the Privacy and Security tab and scroll down to Security
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@ Home Allow Firefox to make personalized extension recommendations Learn more
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Allow Firefox to send backlogged crash reports on your behalf Learn more
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Deceptive Content and Dangerous Software Protection
Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates
Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

HTTPS-Only Mode
HTTPS provides a secure, encrypted connection between Firefox and the websites you visit.
Most websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS.
Learn more
Enable HTTPS-Only Mode in all windows
Enable HTTPS-Only Mode in private windows only
& Extensions & Themes © Don't enable HTTPS-Only Mode

@ Firefox Support



3. Under Certificates, if "Select one automatically" is checked, change it to "Ask Every time"
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4. Clear cookies in the browser by scrolling up to Cookies and Site Data and clicking on Clear Data
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Stronger protection, but may cause some sites or content to break.
Custom v

Choose which trackers and scripts to block.

Send websites a “Do Not Track" signal that you don't want to be tracked Learn more
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O Only when Firefox is set to block known trackers

Cookies and Site Data
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Delete cookies and site data when Firefox is closed Manage Exceptions...

Logins and Passwords

Ask to save logins and passwords for websites Exceptions...
Autofill logins and passwords T

Suggest and generate strong passwords

Show alerts about passwords for breached websites Learn more
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5. Click on the History/Bookmark icon and select History then Clear Recent History
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6. Go back to the site you were trying to login to. Click on Use Certificate - Go.You might be prompted for Duo on the next page

e Select the certificate that begins your name, without SSO.

This site has requested that you identify yourself with a certificate:
idp.mit.edu:446
Organization: "Massachusetts Institute of Technology”

|ssued Under: “Internet2”

= S T = s, =03

Valid from January 28, 2021 at 10:53:47 AM GMT-6 to August 1, 2021 at 11:53:47
AM GMT-5 o

Key Usages: Signing,Mon-repudiation, Key Encipherment
|

Issued by: OU=Client CA v1,0=Massachusetts Institute of
Technology, ST=Massachusetts,C=US
Stored on: Software Security Device

Remember this decision

(1) If this does not resolve the issue, restart your browser and try again. Sometimes there are caching issues this can resolve.
If Firefox does not prompt you to select as certificate, follow these steps:

1. Access Firefox's "Advanced Preferences" by opening a new tab and typing "about:config" into the address bar
2. Firefox will display a "Proceed with caution" warning. Click on "Accept the risk and continue”.

3. On the "Search preference name" bar, type "security.default_personal_cert"

4. Set the value of that property to Ask Every Time

5. Close the tab (make sure that you do not change anything else)



'ﬂ If this still doesn't work,

1. Goto Privacy & Security > Certificate Manager > Authentication Decisions
2. Select your invalid MIT certificates and delete them manually from the lists.



