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Getting Started

ﬁ The below method has been tested using Android 11 and Google Chrome. Google Chrome is already installed on phones and
tablets running Android 5.0+.

Browsers like Firefox and DuckDuckGo can download the certificate, but cannot access Android's keystore, and as such, you
will need to authenticate to Touchstone using your Kerberos username and password. This also applies to apps like MIT Atlas
and MIT Mobile.

Installing Certificates on Android

1. Open Google Chrome and navigate to https://ca.mit.edu/ca/.

2. Enter your Kerberos username and password in the respective fields and press "Next >>."
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I. Identify Yourself

You will need certificates on each computer and browser that you use, unless you only work on Athena
workstations. What is an MIT certificate? Learn more.
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3. Complete the Duo prompt.
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Ask the Help Desk.

4. Keep the "Certificate Life" field set to its default value and press "Next >>" to receive the error "Your browser failed to generate a key."
This is expected behavior.
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IL. Generate a Private Key
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To learn more about this error, see Certificate Renewal Troubleshooting .

5. Create a password for the certificate file that will be used for installation (in Step 7 below). Enter this new password in the "Import
Password" and "Re-enter Password" fields, then press "Next >>."


http://kb.mit.edu/confluence/display/istcontrib/Certificate+Renewal+Troubleshooting#CertificateRenewalTroubleshooting-BrowserFailedtoGenerateaPrivateKey
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I1. Generate a Certificate for Download
Welcome

You have successfully logged into the MIT Certficate Server. You may now generate and download your
certificate.

o continue, please specify and confirm a password which will be used to protect your certifcate for

jownloading and importing, click Next’, and make sure you save the certificate file i your downloads.
folder. You will be prompted to specify the password specified here when you import the certficate,
once it has been downloaded. Further information, and instructions on how to import your certificate.
once it has been downloaded, can be found in the Knowledge Base
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6. The certificate file should automatically download at this page. It can be found in your "Downloads" folder on your phone or in the
notification tray by swiping down from the top of the screen.
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1II. Final Steps

Get the MIT Certificate Authority

To complete the process, you must install the MIT Certificate Authority.

» Click to install the MIT Certificate Authority.
« If prompted, select Trust this CA to identify websites. e+ 1m
« If the MIT Certificate Authority is already installed, the process is complete.

According to our records you last changed your password on: -cert.p12

Wed Jul 717:45:43 2021 nload complete * 2.65 K|

We peopl thelr password at | Year. You can change your password
at this website https://ca.mit.edu/ca/cpw.

Please take a moment to configure your wireless computers and devices for the MIT SECURE wireless
network. For Instructions, please see: hitp://kb.mit.du/confluence/x/6oN2

Manage Clear all

7. Once you've found the file, click on it and type the password you created earlier in the below prompt, then press "OK."

Extract certificate

Type the password to extract the certificates.

Extracting...

A

8. Choose "VPN & app user certificate” and press "OK."



Choose a certificate type

@ VPN & app user certificate

O Wi-Fi certificate

9. Keep the default name for the certificate and press "OK."

Name this certificate
Certificate name

's Certificate

Cancel OK

10. You will get a prompt reading "User Certificate installed," meaning you've successfully installed your certificate.

Checking Certificate Installs and Removing Old Certificates

Installed Certificates

1. To check if the certificate is installed, navigate to your user credentials using the path below. There you will see the certificates installed
on the device.

Settings > Security > Advanced > Encryption & credentials > User credentials

& User credentials

's Certificate
Installed for VPN and apps

2. Within Google Chrome, you can also navigate to IS&T's Certificate Test Page and test your certificate

Removing certificates

1. To remove a certificate, navigate to your user credentials using the path below. There you will see the certificates installed on the device.

Settings > Security > Advanced > Encryption & credentials > User credentials

& User credentials

's Certificate
Installed for VPN and apps

2. Select the certificate you would like to remove, and press "Remove."


http://kb.mit.edu/confluence/x/VKo7

Credential details

's Certificate
Installed for VPN and apps

This entry contains:
one user key
one user certificate

Remove

See Also

® Certificates Landing Page
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