Microsoft Monthly Patch Release October 2021

Microsoft Monthly Patch Release October 2021

® For more information regarding monthly patches please visit the MIT Windows Automatic Update Service webpage.
® To subscribe your Windows machines to the WAUS Service please visit the overview webpage. Machines on the Win domain are
automatically subscribed.

The following patches have been released for this month.

2021-09 Dynamic Update for Microsoft server operating system for x64-based Systems (KB5005696)

2021-09 Dynamic Update for Windows 10 Version 2004 for ARM64-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 2004 for ARM64-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 2004 for x64-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 2004 for x64-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 2004 for x86-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 2004 for x86-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 20H2 for ARM64-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 20H2 for ARM64-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 20H2 for x64-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 20H2 for x64-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 20H2 for x86-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 20H2 for x86-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 21H1 for ARM64-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 21H1 for ARM64-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 21H1 for x64-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 21H1 for x64-based Systems (KB5005714)

2021-09 Dynamic Update for Windows 10 Version 21H1 for x86-based Systems (KB5005645)

2021-09 Dynamic Update for Windows 10 Version 21H1 for x86-based Systems (KB5005714)

2021-09 Servicing Stack Update for Windows 11 for ARM64-based Systems (KB5005703)

2021-09 Servicing Stack Update for Windows 11 for x64-based Systems (KB5005703)

2021-10 .NET 5.0.11 Security Update for arm64 Client (KB5007051)

2021-10 .NET 5.0.11 Security Update for arm64 Client (KB5007051)

2021-10 .NET 5.0.11 Security Update for x64 Client (KB5007051)

2021-10 .NET 5.0.11 Security Update for x64 Client (KB5007051)

2021-10 .NET 5.0.11 Security Update for x64 Server (KB5007051)

2021-10 .NET 5.0.11 Security Update for x86 Client (KB5007051)

2021-10 .NET Core 3.1.20 Update for x64 Client (KB5007050)

2021-10 .NET Core 3.1.20 Update for x64 Client (KB5007050)

2021-10 .NET Core 3.1.20 Update for x64 Server (KB5007050)

2021-10 .NET Core 3.1.20 Update for x86 Client (KB5007050)

2021-10 Cumulative Security Update for Internet Explorer 11 for Windows 7 for x64-based systems (KB5006671)

2021-10 Cumulative Security Update for Internet Explorer 11 for Windows 7 for x86-based systems (KB5006671)

2021-10 Cumulative Security Update for Internet Explorer 11 for Windows 8.1 for x64-based systems (KB5006671)

2021-10 Cumulative Security Update for Internet Explorer 11 for Windows 8.1 for x86-based systems (KB5006671)

2021-10 Cumulative Security Update for Internet Explorer 11 for Windows Embedded 8 Standard for x64-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 11 for Windows Embedded 8 Standard for x86-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 11 for Windows Embedded Standard 7 for x64-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 11 for Windows Embedded Standard 7 for x86-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 11 for Windows Server 2008 R2 for x64-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 for x64-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 for x64-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 9 for Windows Server 2008 for x64-based systems (KB5006671)
2021-10 Cumulative Security Update for Internet Explorer 9 for Windows Server 2008 for x86-based systems (KB5006671)
2021-10 Cumulative Update for .NET Framework 3.5 and 4.7.2 for Windows 10 Version 1809 for ARM64 (KB5006765)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.7.2 for Windows Server 2019 for ARM64 (KB5006765)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1909 (KB5005541)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1909 for ARM64 (KB5005541)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1909 for x64 (KB5005541)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 2004 (KB5005539)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 2004 for ARM64 (KB5005539)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 2004 for x64 (KB5005539)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 20H2 (KB5005539)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 20H2 for ARM64 (KB5005539)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 20H2 for x64 (KB5005539)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 21H1 (KB5005539)

2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 21H1 for ARM64 (KB5005539)


https://ist.mit.edu/waus
https://kb.mit.edu/confluence/display/istcontrib/MIT+Windows+Automatic+Update+Service+-+WAUS
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.NET Framework 3.5 and 4.8 for Windows 10 Version 21H1 for x64 (KB5005539)

.NET Framework 3.5 and 4.8 for Windows Server, version 2004 for ARM64 (KB5005539)
.NET Framework 3.5 and 4.8 for Windows Server, version 2004 for x64 (KB5005539)
.NET Framework 3.5 and 4.8 for Windows Server, version 20H2 for ARM64 (KB5005539)
.NET Framework 3.5 and 4.8 for Windows Server, version 20H2 for x64 (KB5005539)
.NET Framework 3.5, 4.7.2 and 4.8 for Windows 10 Version 1809 (KB5006765)

.NET Framework 3.5, 4.7.2 and 4.8 for Windows 10 Version 1809 for x64 (KB5006765)
.NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB5006765)

.NET Framework 4.8 for Windows 10 Version 1607 (KB5006065)

.NET Framework 4.8 for Windows 10 Version 1607 for x64 (KB5006065)

.NET Framework 4.8 for Windows Server 2016 for x64 (KB5006065)

.NET Framework 3.5 and 4.8 for Windows 11 for ARM64 (KB5005537)

.NET Framework 3.5 and 4.8 for Windows 11 for x64 (KB5005537)

2021-10 Cumulative Update for Windows 10 Version 1507 for x64-based Systems (KB5006675)

2021-10 Cumulative Update for Windows 10 Version 1507 for x86-based Systems (KB5006675)

2021-10 Cumulative Update for Windows 10 Version 1607 for x64-based Systems (KB5006669)

2021-10 Cumulative Update for Windows 10 Version 1607 for x86-based Systems (KB5006669)

2021-10 Cumulative Update for Windows 10 Version 1809 for ARM64-based Systems (KB5006672)
2021-10 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB5006672)

2021-10 Cumulative Update for Windows 10 Version 1809 for x86-based Systems (KB5006672)

2021-10 Cumulative Update for Windows 10 Version 1909 for ARM64-based Systems (KB5006667)
2021-10 Cumulative Update for Windows 10 Version 1909 for x64-based Systems (KB5006667)

2021-10 Cumulative Update for Windows 10 Version 1909 for x86-based Systems (KB5006667)

2021-10 Cumulative Update for Windows 10 Version 2004 for ARM64-based Systems (KB5006670)
2021-10 Cumulative Update for Windows 10 Version 2004 for x64-based Systems (KB5006670)

2021-10 Cumulative Update for Windows 10 Version 2004 for x86-based Systems (KB5006670)

2021-10 Cumulative Update for Windows 10 Version 20H2 for ARM64-based Systems (KB5006670)
2021-10 Cumulative Update for Windows 10 Version 20H2 for x64-based Systems (KB5006670)

2021-10 Cumulative Update for Windows 10 Version 20H2 for x86-based Systems (KB5006670)

2021-10 Cumulative Update for Windows 10 Version 21H1 for ARM64-based Systems (KB5006670)
2021-10 Cumulative Update for Windows 10 Version 21H1 for x64-based Systems (KB5006670)

2021-10 Cumulative Update for Windows 10 Version 21H1 for x86-based Systems (KB5006670)

2021-10 Cumulative Update for Windows 11 for ARM64-based Systems (KB5006674)

2021-10 Cumulative Update for Windows 11 for x64-based Systems (KB50066)

2021-10 Cumulative Update for Windows Server 2016 for x64-based Systems (KB5006669)

2021-10 Cumulative Update for Windows Server 2019 for x64-based Systems (KB5006672)

2021-10 Cumulative Update for Windows Server, version 2004 for ARM64-based Systems (KB5006670)
2021-10 Cumulative Update for Windows Server, version 2004 for x64-based Systems (KB5006670)
2021-10 Cumulative Update for Windows Server, version 20H2 for ARM64-based Systems (KB5006670)
2021-10 Cumulative Update for Windows Server, version 20H2 for x64-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 2004 for ARM64-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 2004 for x64-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 2004 for x86-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 20H2 for ARM64-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 20H2 for x64-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 20H2 for x86-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 21H1 for ARM64-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 21H1 for x64-based Systems (KB5006670)
2021-10 Dynamic Cumulative Update for Windows 10 Version 21H1 for x86-based Systems (KB5006670)
2021-10 Dynamic Update for Windows 10 Version 1909 for ARM64-based Systems (KB5006966)
2021-10 Dynamic Update for Windows 10 Version 1909 for x64-based Systems (KB5006966)

2021-10 Dynamic Update for Windows 10 Version 1909 for x86-based Systems (KB5006966)

2021-10 Security and Quality Rollup for
2021-10 Security and Quality Rollup for
(KB5006764)

2021-10 Security and Quality Rollup for
2021-10 Security and Quality Rollup for
(KB5006763)

2021-10 Security and Quality Rollup for
Standard (KB5006762)

2021-10 Security and Quality Rollup for
Standard for x64 (KB5006762)
2021-10 Security and Quality Rollup for
x64 (KB5006762)

2021-10 Security and Quality Rollup for
for x64 (KB5006763)

2021-10 Security and Quality Rollup for
2021-10 Security and Quality Rollup for
(KB5006761)

2021-10 Security and Quality Rollup for
Standard 7 (KB5006761)

2021-10 Security and Quality Rollup for
Standard 7 for x64 (KB5006761)
2021-10 Security and Quality Rollup for
for x64 (KB5006761)

.NET Framework 2.0, 3.0, 4.5.2, 4.6 and 4.6.2 for Windows Server 2008 SP2 (KB5006764)
.NET Framework 2.0, 3.0, 4.5.2, 4.6 and 4.6.2 for Windows Server 2008 SP2 for x64

.NET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for Windows 8.1 (KB5006763)
.NET Framework 3.5, 4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1, 4.7.2, 4.8 for Windows 8.1 for x64

.NET Framework 3.5, 4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1, 4.7.2, 4.8 for Windows Embedded 8
.NET Framework 3.5, 4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1, 4.7.2, 4.8 for Windows Embedded 8
.NET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for Windows Server 2012 for
.NET Framework 3.5, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for Windows Server 2012 R2

.NET Framework 3.5.1, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for Windows 7 (KB5006761)
.NET Framework 3.5.1,4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1, 4.7.2, 4.8 for Windows 7 for x64

.NET Framework 3.5.1, 4.5.2,4.6,4.6.1,4.6.2,4.7,4.7.1, 4.7.2, 4.8 for Windows Embedded
.NET Framework 3.5.1, 4.5.2, 4.6,4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for Windows Embedded

.NET Framework 3.5.1, 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for Windows Server 2008 R2



2021-10 Security and Quality Rollup for .NET Framework 4.5.2, 4.6, 4.6.1, 4.6.2, 4.7, 4.7.1, 4.7.2, 4.8 for Windows 8.1 RT for
ARM-based Systems (KB5006763)

2021-10 Security Monthly Quality Rollup for Windows 7 for x64-based Systems (KB5006743)

2021-10 Security Monthly Quality Rollup for Windows 7 for x86-based Systems (KB5006743)

2021-10 Security Monthly Quality Rollup for Windows 8.1 for x64-based Systems (KB5006714)

2021-10 Security Monthly Quality Rollup for Windows 8.1 for x86-based Systems (KB5006714)

2021-10 Security Monthly Quality Rollup for Windows Embedded 8 Standard for x64-based Systems (KB5006739)
2021-10 Security Monthly Quality Rollup for Windows Embedded 8 Standard for x86-based Systems (KB5006739)
2021-10 Security Monthly Quality Rollup for Windows Embedded Standard 7 for x64-based Systems (KB5006743)
2021-10 Security Monthly Quality Rollup for Windows Embedded Standard 7 for x86-based Systems (KB5006743)
2021-10 Security Monthly Quality Rollup for Windows Server 2008 for x64-based Systems (KB5006736)
2021-10 Security Monthly Quality Rollup for Windows Server 2008 for x86-based Systems (KB5006736)
2021-10 Security Monthly Quality Rollup for Windows Server 2008 R2 for x64-based Systems (KB5006743)
2021-10 Security Monthly Quality Rollup for Windows Server 2012 for x64-based Systems (KB5006739)
2021-10 Security Monthly Quality Rollup for Windows Server 2012 R2 for x64-based Systems (KB5006714)
2021-10 Security Only Quality Update for Windows 7 for x64-based Systems (KB5006728)

2021-10 Security Only Quality Update for Windows 7 for x86-based Systems (KB5006728)

2021-10 Security Only Quality Update for Windows 8.1 for x64-based Systems (KB5006729)

2021-10 Security Only Quality Update for Windows 8.1 for x86-based Systems (KB5006729)

2021-10 Security Only Quality Update for Windows Embedded 8 Standard for x64-based Systems (KB5006732)
2021-10 Security Only Quality Update for Windows Embedded 8 Standard for x86-based Systems (KB5006732)
2021-10 Security Only Quality Update for Windows Embedded Standard 7 for x64-based Systems (KB5006728)
2021-10 Security Only Quality Update for Windows Embedded Standard 7 for x86-based Systems (KB5006728)
2021-10 Security Only Quality Update for Windows Server 2008 for x64-based Systems (KB5006715)

2021-10 Security Only Quality Update for Windows Server 2008 for x86-based Systems (KB5006715)

2021-10 Security Only Quality Update for Windows Server 2008 R2 for x64-based Systems (KB5006728)
2021-10 Security Only Quality Update for Windows Server 2012 for x64-based Systems (KB5006732)

2021-10 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems (KB5006729)
2021-10 Servicing Stack Update for Windows 7 for x64-based Systems (KB5006749)

2021-10 Servicing Stack Update for Windows 7 for x86-based Systems (KB5006749)

2021-10 Servicing Stack Update for Windows Embedded Standard 7 for x64-based Systems (KB5006749)
2021-10 Servicing Stack Update for Windows Embedded Standard 7 for x86-based Systems (KB5006749)
2021-10 Servicing Stack Update for Windows Server 2008 for x64-based Systems (KB5006750)

2021-10 Servicing Stack Update for Windows Server 2008 for x86-based Systems (KB5006750)

2021-10 Servicing Stack Update for Windows Server 2008 R2 for x64-based Systems (KB5006749)

Microsoft Azure Information Protection Unified Labeling Client v2.12.62.0

Security Update For Exchange Server 2013 CU23 (KB5007011)

Security Update For Exchange Server 2016 CU21 (KB5007012)

Security Update For Exchange Server 2016 CU22 (KB5007012)

Security Update For Exchange Server 2019 CU10 (KB5007012)

Security Update For Exchange Server 2019 CU11 (KB5007012)

Security Update for Microsoft Excel 2013 (KB5002043) 32-Bit Edition

Security Update for Microsoft Excel 2013 (KB5002043) 64-Bit Edition

Security Update for Microsoft Excel 2016 (KB5002030) 32-Bit Edition

Security Update for Microsoft Excel 2016 (KB5002030) 64-Bit Edition

Security Update for Microsoft Office 2013 (KB4018332) 32-Bit Edition

Security Update for Microsoft Office 2013 (KB4018332) 64-Bit Edition

Security Update for Microsoft Office 2013 (KB5001985) 32-Bit Edition

Security Update for Microsoft Office 2013 (KB5001985) 64-Bit Edition

Security Update for Microsoft Office 2016 (KB4461476) 32-Bit Edition

Security Update for Microsoft Office 2016 (KB4461476) 64-Bit Edition

Security Update for Microsoft Office 2016 (KB5001982) 32-Bit Edition

Security Update for Microsoft Office 2016 (KB5001982) 64-Bit Edition

Security Update for Microsoft Office Online Server (KB5002027) farm-deployment

Security Update for Microsoft Office Web Apps Server 2013 (KB5002036)

Security Update for Microsoft Office Web Apps Server 2013 (KB5002036) farm-deployment

Security Update for Microsoft SharePoint Enterprise Server 2013 (KB4493202)

Security Update for Microsoft SharePoint Enterprise Server 2013 (KB4493202) farm-deployment

Security Update for Microsoft SharePoint Enterprise Server 2013 (KB5001924)

Security Update for Microsoft SharePoint Enterprise Server 2013 (KB5001924) farm-deployment

Security Update for Microsoft SharePoint Enterprise Server 2016 (KB5002006) farm-deployment

Security Update for Microsoft SharePoint Enterprise Server 2016 (KB5002029) farm-deployment

Security Update for Microsoft SharePoint Foundation 2013 (KB5002042)

Security Update for Microsoft SharePoint Foundation 2013 (KB5002042) farm-deployment

Security Update for Microsoft SharePoint Server 2019 Core (KB5002028) farm-deployment

Security Update for Microsoft Word 2013 (KB5001960) 32-Bit Edition

Security Update for Microsoft Word 2013 (KB5001960) 64-Bit Edition

Security Update for Microsoft Word 2016 (KB5002004) 32-Bit Edition

Security Update for Microsoft Word 2016 (KB5002004) 64-Bit Edition

SQL Server 2016 Service Pack 3 (KB5003279)

SQL Server 2017 RTM Cumulative Update (CU) 26 KB5005226

SQL Server 2019 RTM Cumulative Update (CU) 13 KB5005679

SQL Server Management Studio 18.10

Update for Microsoft Access 2016 (KB5001978) 32-Bit Edition

Update for Microsoft Access 2016 (KB5001978) 64-Bit Edition



Update for Microsoft Office 2016 (KB3114524) 32-Bit Edition
Update for Microsoft Office 2016 (KB3114524) 64-Bit Edition
Update for Microsoft Office 2016 (KB4462197) 32-Bit Edition
Update for Microsoft Office 2016 (KB4462197) 64-Bit Edition
Update for Microsoft Office 2016 (KB4486711) 32-Bit Edition
Update for Microsoft Office 2016 (KB4486711) 64-Bit Edition
Update for Microsoft Outlook 2016 (KB5001998) 32-Bit Edition
Update for Microsoft Outlook 2016 (KB5001998) 64-Bit Edition
Visual Studio 2017 version 15.9.0 to 15.9.40 update

Visual Studio 2019 version 16.11.0 to 16.11.5 update

Visual Studio 2019 version 16.4.0 to 16.4.27 update

Visual Studio 2019 version 16.7.0 to 16.7.20 update

Visual Studio 2019 version 16.9.0 to 16.9.12 update

Windows Malicious Software Removal Tool - v5.94 (KB890830)
Windows Malicious Software Removal Tool x64 - v5.94 (KB890830)



