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Troubleshooting Certificates in Firefox

1, NOTICE: CertAid now supports Firefox 90+ for certificate installation. If you are looking for manual instructions on installing
certificates, see Install and Delete MIT Personal Certificate in Firefox.

This page lists common Firefox problems when installing certificates along with their solutions. If your problem is not listed below, contact the MIT
Computing Help Desk at 617.253.1101.
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Certificate access not working, even after obtaining a new certificate.

® You may need to delete an expired certificate.

® Before deleting a certificate, make sure that you have not used your certificate to encrypt email. Most users are not using certificates for
email encryption.

® Have | used my personal certificate for email encryption? How can | tell?

Secure Connection Failed

® Solution: Install the MIT CA (Certificate Authority).
® Detailed solution: "Secure Connection Failed"

y Secure Connection Failed
A J kb.mit.edu uses an imvald security certificaba
The certificate is not trusted becalse the issuer certificats i unknown,

(Error code: sac_error_Lnknown_issier)

= This could be 2 problem with the servar's configuration, oF it could be somsors
trying to impersonate the server,

= [f you have connected to this ssrver successhiuly in the past, the emmor may be
ternporany, and you can try agan later,

o A M

This Connection is Untrusted

® Solution: Install the MIT CA (Certificate Authority).


http://kb.mit.edu/confluence/display/istcontrib/CertAid+Landing+Page
http://kb.mit.edu/confluence/display/istcontrib/Install+and+Delete+MIT+Personal+Certificate+in+Firefox
http://kb.mit.edu/confluence/x/UQhn
http://kb.mit.edu/confluence/pages/viewpage.action?pageId=3903437

® Detailed solution: "This Connection is Untrusted"

This Connection is Untrusted

" ¥ou have asked Firefox 10 Cconnect securely 1o insidemit-apps.mit.edu, but we can't
canfirm that your connection is tecure.

Mormally, when you try to connect securely, sites will present trusted identification to prove
that you are going o the right place. Howewer, this site’s identity can't be verified

What Should | Do?

IF you usually conneck to this site without probdems, this error could mean that someone is
trying vo impersonate the site, and you shouldnt continue

e
[ Get mie out of here! |

Technical Details

| Understand the Risks

SSL Error Handshake Failure

® Solution: Obtain an MIT Personal Certificate.
® Detailed solution: [SSL Error Handshake Failure Alert]

' Secure Connection Failed
oW "]
An error efcurmed dunng a connecton t help. mit.edu,

SEL pesr was unable to negotiake an acceptable set of sacurity parameters,

(Error code: ssl_error_handshake_falure_alert)

= The page you are trying to viaw can not ba shown because the suthenboty
of the receied data could not be verified.

= Flessa contact the wab site owriars B0 inform tham of ths problem,
Alternativedy, use the command found in the help mienu to report this broken
site,

| Try Again

Error About Expired Certificates Even After Renewal

® Solution: You may be set to automatically use an expired one. You can resolve this by deleting the old certificates.
® Detailed solution: Error About Expired Certificates Even After Renewal


http://kb.mit.edu/confluence/pages/viewpage.action?pageId=4275352
http://kb.mit.edu/confluence/display/istcontrib/Manually+Delete+MIT+Personal+Certificates+in+Firefox

" Secure Connection Failed
An error ocourred during a connection to calendar, mit.edu:d44,
S5L peer rejected your certificate as expired,

(Error code: ssl_error_expired_cert_alert)

The page you are trying to visssr can not be shown becaduss the authenticity of
the received data could not be verified.

» Flease contact the web site owners to inform them of this problem.

Prompted Multiple Times to Select a Certificate

® Solution: This can occur when Firefox is not set to automatically choose a certificate.
® Detailed solution: [Prompted Multiple Times to Select a Certificate]

This site has requested that you identify yourself with a certificate:
localhost: 843

Organization: “Test Certificates”
Issued Under: "Test Certificates”

Choose a certificate to présent as identification:

| Software Security Device:CN=http: [ /bbifish.net/peoplefhenryfcard'\#me [01] a
Details of selected certificate:

Issued to: CH="http://bblfish.net/people fhenry/card&me”
Serial Number: 01
Valid from L19/11/08 11:58 to 10/11/09 11:58&
Certificate Key Usage: Signing,Non-repudiation, Key Encipherment, Key
Agreement,Certificate Signer
Issued by CN="http/ fbbifish netfpeople fhenry fcard #me”
Stored in: Software Security Device|

I': Cance| ﬂ'l m

Master Password for the Software Security Device

® Solution: This password is used by Firefox to secure the certificates stored for the browser. It is usually set upon getting a certificate for
the first time. If you do not remember the password, you can reset this password.
® Detailed solution: Master Password for the Software Security Device


http://kb.mit.edu/confluence/display/istcontrib/Forgotten+master+password+in+Firefox

Password Required @

6 Please enter the master password For the Software Secunky Device,

[ (84 J [ Cancel ]

Error -12227 When Accessing Certificate Secured Websites

® Solution: This error is caused by not having a MIT Personal Certificate. You can resolve this problem by installing your personal
certificate.
® Detailed solution: Error -12227 When Accessing Certificate Secured Websites

1. helo. it edu has received an incorrect or unexpected message. Error Code: -12227
(s

Error -12192 When Accessing Certificate Secured Websites

® Solution: This error is caused by having multiple personal certificates, or a corrupt personal certificate. Ensure your certificate is properly
installed.
® Detailed solution: Error -12192 When Accessing Certificate Secured Websites

ﬂ Not what you're looking for?

See Also

® Certificates Landing Page


http://ca.mit.edu
http://ca.mit.edu
http://kb.mit.edu/confluence/display/istcontrib/Certificates+Landing+Page

