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Install the MIT CA (Certificate Authority) in Firefox

r. Redirection Notice
This page should redirect to Install and Delete MIT Personal Certificate in Firefox.
On this page:
Overview

Above version 70
Adding CA
Removing CA

Below Version 70
Adding CA
Removing CA

Have Questions or Still Need Help?

Overview

Unlike other browsers Firefox is unable to utilize CertAid in adding a Certificate Authority (CA).
Above version 70

Adding CA

1. Navigate to https://ca.mit.edu/ca/.
Result: An option will appear to get MIT Certificate Authority.

Steps: n [ Opening mitca.crt
You have chosen to open:
I. Identify Yourself mitca.crt

which is: crt File (873 bytes)
from: https://ca.mit.edu

You will need certificates on each computer and b
on Athena workstations. What is an MIT certificate?

Learn more about IS&T supported browsers. What should Firefox do with this file?

Get the MIT Certificate Authority @ Open with  Choose...

© save File

i

Privacy Notice: The information you supply below i Do this automatically for files like this from now on.
server where it is used briefly to generate your cert

R ENIS (Your MIT Kerberos name)

Kerberos What's this?

password: (Your Kerberos password)

Next >>

2. Click on Get the MIT Certificate Authority and save the CA to a suitable location.
Result: The CA will be saved to the location that you choose.
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You will need certificates on each computer and browser that you use, unless you only work 7 Customi
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Privacy Notice: The information you supply below is encrypted and sent to the certificate
server where it is used briefly to generate your certificate and then erased. More >
Web Developer >
(Your MIT Kerberos name) @ Help >
Kerberos What's this?
password:

(Your Kerberos password)

Next >>

3. From the Menu icon, click on Options (Windows) or Preferences (macOS). Search for "certificates"”, click on View Certificates.
Result: The Settings menu will open, and then the Certificate Manager will open.

O certificates 9

Search Results

Certificates
When a server requests your personal certificate

Select one automatically
®  Askvyou every time certificates

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

4. From the Certificate Manager, click on the Authorities tab, click on Import.
Result: You will have the option to search for the location of the certificate.

Certificate Manager X
Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

P

Certificate Name Security Device
v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
View... Edit Trust... Import... Export... Delete or Distrust...

OK

5. Navigate to the location of the CA, click on Open.



Result: You've successfully added your personal certificate to Firefox.
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Removing CA

From the Menu icon, click on Options (Windows) or Preferences (macOS).
Search for "certificates”, click on View Certificates.

From the Certificate Manager, click on the Your Certificates tab.

Navigate to the certificate, click on Delete.

A

Below Version 70

Adding CA

1. Navigate to https://ca.mit.edu/ca/.
2. Click on Get the MIT Certificate Authority.

Steps: n

L. Identify Yourself

You will need certificates on each computer and browser that you use, unless you only work
on Athena workstations. What is an MIT certificate? Learn more.

Learn more about IS&T supported browsers.

GCet €he MIT Certificate Authority Certificate

Privacy Notice: The information you supply below is encrypted and sent to the certificate
server where it is used briefly to generate your certificate and then erased.

Kerberos What's this?
CEEMETE (Your MIT Kerberos name)

Kerberos What's this?
password:

(Your Kerberos password)

Next >>

3. Check of Trust this CA to indentify websites., click OK.
Result: You've successfully added a CA to Firefox.


https://ca.mit.edu/ca/

You have been asked to trust a new Certificate Authority (CA).

l "= 1T Informati -
I I ) and TeCh\ Do you want to trust “Certificate Authority (unnamed)” for the following purposes? (o)
Trust this CA to identify websites.

| Trust this CA to identify email users.

Get a n T C‘ Before trusting this CA for any purpose, you should examine its certificate and its policy

and procedures (if available).

IS&T Home > Certificate Server View Erapinelfeeic

Steps: n

L. Identify Yourself

Corcel (LD

You will need certificates on each computer and browser that you use, unless you only work
on Athena workstations. What is an MIT certificate? Learn more.

Learn more about IS&T supported browsers.

Qet the MIT Certificate Authority Certificate >

Privacy Notice: The information you supply below is encrypted and sent to the certificate
server where it is used briefly to generate your certificate and then erased.

Kerberos What's this?
LS AIe. (Your MIT Kerberos name)

Kerberos What's this?
password:

(Your Kerberos password)

Next >>

Removing CA

From the Menu icon, click on Preferences/Options

Search for "certificates", click on View Certificates

From the Certificate Manager, click on the Your Certificates tab
Navigate to the certificate, click on Delete

B

Have Questions or Still Need Help?

® Contact the IS&T Service Desk


https://ist.mit.edu/help

