Sophos Quarantine Manager

Sophos Quarantine Manager

ﬂ Starting July of 2021, IS&T has migrated to a new version of Sophos called Sophos Central. MIT users have until the
summer of 2022 before the old version will stop receiving updates. This page references the legacy version of Sophos. You can
see documentation for the new Sophos Central here and download the newest version of Sophos here.

This article guides you through how to clear up threats once they have been detected.

On this page:

Mac OS X
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Mac OS X

The Sophos alert says threats were detected.

Sophos Anti-Virus

Threat detected by Sophos Anti-Virus

"Virus /Spyware' EICAR-AV-Test has been detected and
listed in Quarantine Manager.

| Open Quarantine Manager... |[ Close

When you open the Quarantine Manager, you see:

800 Quarantine Manager

Date ¥ | Threat Filename Action Available

Jun 12, 2013 1:18 PM Troj/VB-GIL image.zip Clean up

Jun 12, 2013 1:18 PM Troj/VB-GLI Quotation.zip Clean up

Jun 12,2013 1:18 PM Troj/SillyFD-A| Product Sample. Zip.zip Clean up

Jun 12,2013 1:18 PM Mal/Phish-A UsD$23,000.htm, ... Clean up

Jun 12,2013 1:18 PM Troj/PWS-CCP Products PP564T.zip, ... Clean up

Jun 12, 2013 1:04 PM W32/Netsky-B doc.zip Clean up manually
Jun 12, 2013 1:04 PM W32/Netsky-B doc.zip Clean up manually

P Threat Details

Click the lock to make changes. Clear from List Clean Up Threat

You can click the padlock at the bottom corner to unlock the page, and will be asked for a Mac Administrator password.


http://kb.mit.edu/confluence/display/istcontrib/Sophos+Central+Landing+Page
https://ist.mit.edu/sophos/

Sophos Anti-Virus wants to make changes.
Type your password to allow this.

Name: |Firstname Lastname

Password: I

[ Cancel ] i—“—q

You can select a threat line, and press the Clean Up Threat button.

| Filename | Action Available
Jun 12, 2013 1:18 PM G image.zi Clean up
Jun 12, 2013 1:18 PM Troj/VB-GLI Quotation.zip Clean up
Jun 12,2013 1:18 PM Troj/SillyFD-A Product Sample. Zip.zip Clean up
Jun 12,2013 1:18 PM Mal/Phish-A USD$23,000.htm, ... Clean up
Jun 12, 2013 1:18 PM Troj/PWS-CCP Products PP564T.zip, ... Clean up
Jun 12, 2013 1:04 PM W32 /Netsky-B doc.zip Clean up manually
Jun 12, 2013 1:04 PM W32/Netsky-B doc.zip Clean up manually

P Threat Details

‘jﬂ| Click the lock ta prevent further changes. | Clear from List | [ Clean Up Threat |

You will be warned that the Clean Up may delete files.



Cleanup may delete files that are Action Available
Jun 12,2013 1:18 PM identified as threat components and listed
Jun 12, 2013 1:18 PM under Threat Details.

lean up
Clean up
Jun 12, 2013 1:18 PM Clean up

Jun 12,2013 1:18 PM (] Do not show this message again Clean up
Jun 12, 2013 1:18 PM Clean up

Jun 12, 2013 1:04 PM [ Cancel ] — Clean up manually
Jun 12, 2013 1:04 PM Clean up manually

P Threat Details

l{_ﬁ Click the lock to prevent further changes. [ Clear from List J [ Clean Up Threat J

Clean Up may take a few minutes.

Jun 12,2013 1:18 P! Cleaning up threats...
Jun 12, 2013 1:18 PM
Jun 12, 2013 1.18 PM
Jun 12, 2013 1:18 PM
Jun 12, 2013 1:18 Pl P
Jun 12, 2013 1:04 PM W32/Netsky-B doc.zip Clean up manually
Jun 12, 2013 1:04 PM W32 /Netsky-B doc.zip Clean up manually

b Threat Derails

ﬂ_ﬁ Click the lock to prevent further changes. | Clear from List | | Clean Up Threat |

To view details of a threat, click the triangle by Threat Details to open an information area at the bottom. You can see the Path and Filename of
the threat. The example shown is a bad attachment that came in email.



Threat | Filename | Action
Jun 12,2013 1:18 PM Troj/VB-GLI Quotation.zip Clean up
Jun 12, 2013 1:18 PM Troj/SillyFD-A Product Sample. Zip.zip Clean up
Jun 12,2013 1:18 PM Mal/Phish-A USD323,000.htm, ...
Jun 12, 2013 1:18 PM Troj/PWS-CCP Products PP564T.zip, ...
Jun 12, 2013 1:04 PM W32 /Netsky-B doc.zip
Jun 12, 2013 1:04 PM W32 /Netsky-B doc.zip

Clean up
Clean up
Clean up manually
Clean up manually

Threat Details

Threat: Troj/VB-GLI
Date: Jun 12, 2013 1:18 PM

Path and Fil fUsers/j /Library/Contalil /com.apple.Preview/Data/Library/Mail/V2 [EWS-jmorzins@oa.e
Action Available: The threat can be cleaned up.

‘]ﬂ| Click the lock ta prevent further changes. | Clear from List | | Clean Up Threat |
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