Using Spirion on Windows

Q: Using Spirion on Windows
Below is the Spirion (formerly Identity Finder) Quick Guide for Windows users.
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Introduction

This document provides instructions on how to get started with Spirion, find sensitive data files on your computer, take action on files found, and
save reports.

Getting Started

1. Double-click the alias for Spirion on your desktop. Alternatively, go to the Windows Start Menu, choose Programs, then the Spirion
group, then Spirion.
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. The first time you use Spirion you will see a dialog box for creating your new Spirion Pr
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Your Profile allows you to save your settings and automatically use your
Profile Password when securing results or saving reports. You wil be
asked for thiz password when the application starts and when opening
secure results and reports.
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3. Enter the password you will use to secure the files you store with Spirion and to run Spirion in the future. Click Next.



Warning
Do not forget this password; if lost, it is irretrievable!

Initiating a Search

1. In the application window, click File and then select Start Search to start a search.
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Spirion will begin searching for all identity matches. For first-time scans this may take a while. Subsequent searches will be quicker, since

previously scanned files that have not changed will be skipped. You can minimize the application while this is running. It is not
recommended to pause the scan.

2. While scanning, a Status window will show your search status.

Searching: Locating next file to search...

Progress: | 30.46% Overal: o1fo2
Locations Containing Matches/Total Locations Searched: Total Matches Found: 0

[£]] Files: 93 Messages!
E Compressed: 0 Attachrments:

Social Security: Date of Birth: Health Info: Kewvword:
Credit Card: W Phone: (e 5 Canada): RegEx:
Password: E-Mail Addr: :| MINOLIED: Dickionary:
Bank Account: Address: B MHS Mo (UK):

Driver License: Fassport: g TFM{Australia):

3. When complete you will see a dialog box with your summary results. Click Advanced to review and begin remediation of sensitive data.



The search has completed and found results that reguire your
[CIJLEIl attention.

search Results Summary
Total locations searched during this session: 155
Locations containing at least one match: 1

Total number of matches across all locations: 3

Flease choose how you would like to proceed:
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The Results Window and Preview Pane

Your search results will be listed in the window on the left side with the Preview Pane showing on the right. The Preview Pane is enabled by
default but can be turned on and off by clicking the Preview Pane button on the Configuration menu.

If you click on a match the Match column, the reference will be cited and the sensitive parts highlighted in yellow in the Preview Pane.
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ChUsers\..\Student Listtet 11/21... 28.. a4 [ Multiple Matches 3 Marty Barett T42-92-5643

: 134-78-4514 1 Bill Buckner 564-41-3147

Wade Boggs T89-45-6321

412-32-9897 1 Tony Armas  134-T1-6405

- [=] 564-41-3147 1 Dwight Evans ~ 746-88-1476

Dave Henderson 443-61-7252
Roger Clemens  743-79-2423
Qil Can Boyd 134-78-4514
Tom Seaver 343-99-6643
Mike Greenwell  724-71-2124
Bob Stanley 412-32-9897

4 Student List.txt Date Modified: 11/21/2022 Encrypted with EFS
% TXT File Size: 283 bytes [ Read-enly
COwner: WIN\cfeller [ Hidden

1 Location Selected Locations: 1 Match

Actions You Can Take with Files that Spirion Has Found

Shred

When a location has sensitive identity match information in it and you wish to remove it from your computer, you should utilize the Shred feature.
Use Shred when you no longer need the personal information or any other data in the item.



Warning

Once you shred a file, it is gone, and irretrievable. It is not possible to "un-do" Shred.

OEH:- Spirion - 0 x
Main Data Types Locations Configuration Tools @
OO0 YOHE wEHI O E kOO [
[ ) ) Q oL
W @ = T W
Start Filter Collapse Status Shred Redact Encrypt Quarantine Ignore  Launch Previous Mext Properties
- Results All Rows Window - - Match  Match
Search = Display Actions F] Results
[ | LOCATION DATE...| SIZE  ghred PREVIEW PANE X
™ ; -92-
C\Users\..\Student List.bet 11/21.. 28... Shred implements the U.S. Marty Barett 742-92-5643
Denartment of Defens Bill Buckner 564-41-3147
epartment of Ustense WadeBoggs  789-45-6321
deletion standard, which is Tory A 134-71-6405
known as DOD 5220.22-M ony Armas e
for del t'- files ’ ‘ Dwight Evans 746-88-1476
or deleting ies. Dave Henderson 445-61-7252
Roger Clemens  743-79-2423
Qil Can Bayd 134-78-4514

Redact

When a location has sensitive identity match information in it and you wish to keep the original file but no longer need the personal information
contained within it, use the Scrub feature. This feature is also known as Redact and is limited to certain file types.
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Marty Barett 742-92-5643
Bill Buckner 564-41-3147
Wade Boggs 789-43-6321
Tony Armas 134-71-6405
Dwight Evans T46-88-1476
Dave Henderson  443-61-7232
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Bob Stanley 412-32-9897

Mext Properties

Encrypt

When a location has sensitive identity match information in it and you wish to keep the item with the personal information within it, you should
utilize the encrypt feature. This feature prevents unauthorized individuals from accessing the files. To un-encrypt the files, you must enter your
Spirion Profile password. This feature can be used for times when many sensitive data files are found, but you are not able to immediately

remove them from the computer.
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Ignoring Search Results

When Spirion locates an identity match that is not sensitive, you may wish to use the Ignore feature. Ignored matches are added to an approved
exception list so that Spirion skips them in the future. Sensitive data should never be flagged with Ignore. Action must be taken.
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Select the file for the intended action by clicking on the location or checking the box to the left of the file location. Then select the action button.
You will be asked to confirm the action.

Saving a Report

1. To save a report of the files found, select the Save option from the File menu.
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2. The Save As dialog box appears. Give your file a name (for example "2011-06-28 Search Results") and select Save.
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lUse Spirion Profile Password

3. To open your report, you will be prompted for your Spirion Profile password.

By default the report is saved in the Spirion format (.idf). You can also save it as a Web Page file (.htm or .html) or a Text Export file (comma
delimited or .csv).
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® Spirion Landing Page

ﬂ If you haven't found the answer to your question on this page, try the Spirion FAQ.
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