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Enable FileVault (whole disk encryption) on macOS 10.11 and higher

Primer

® FileVaultin Mac OS X and macOS Sierra is based on a whole disk encryption (WDE) schema.
® This feature provides added security for data stored on a computer's disk.

! please consult with your System Administrator before enabling FileVault on your machine.

Instructions

1. Navigate to System Preferences.
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2. Select Security & Privacy from the main System Preferences window.
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& Privacy

3. Choose the tab labeled FileVault and click the lock icon in the lower left-hand corner of the Security & Privacy window.
8eoo Security & Privacy

Ceneral limi' Firewall | Privacy

FileVault secures the data on your disk by | Turn On FileVault... |
encrypting its contents automatically.

WARNING: You will need your login password or a recovery key to access your data.

A recovery key is automatically generated as part of this setup. If you forget both

your password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".

g Click the lock to make changes. | Advanced... | @

4. When prompted, authenticate with your user account username and password.

System Preferences is trying to unlock
Security & Privacy preferences. Type your

“@ password to allow this.

Name: | Username |

Password: I""""I I

[ Cancel ] M

5. You will again find yourself at the Security & Privacy window. Click the button labeled Turn on FileVault....
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/'\ FileVault secures the data on your disk by | Turn On FileVault... |
a encrypting its contents automatically.
WARNING: You will need your login password or a recovery key to access your data.

A recovery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the darta will be lost.

FileVault is turned off for the disk “Macintosh HD".

il -
d Click the lock to prevent further changes. | Advanced... | (7]

6. If there are multiple users accounts on this machine you will be prompted to give additional users access. All users that need the ability to
use this machine should be given disk access-rights by clicking the button labeled Enable user..., entering that user's password, and
clicking the button labeled Continue.

Each user must type in their password before they will be able to unlock
the disk.

- @
! m Test Enable User...

| Cancel |[ Continue ]

7. The following screen will display the disk's recovery key. If a disk password is lost or forgotten this is the ONLY WAY to recover the data
on the encrypted disk. Please write this 24 character string down and store it in a secure place. Click the button labeled Continue.

8. You may also be asked to store the key in Casper. Select yes to have it stored with IS&T, who can then retrieve the key for you later.
This is not required.

| N The recovery key is a “safety net” which can be used to unlock the
Ka disk if you forget your password.

Make a copy and store it in a safe place. If you forget your password and lose the
recovery key, all the data on your disk will be lost.
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@ [ Cancel |

9. OS X will display a prompt asking if you wish to store your recovery key with Apple. Select the radio button labeled Do not store the
recovery key with Apple and click the button labeled Continue.



/'\ Apple can store the recovery key for you.

If you need the key and cannot find your copy, you can contact Apple to retrieve it.
| To protect your privacy, Apple encrypts the key using the answers to three guestions
you provide*.

'._;_.' Store the recovery key with Apple

@ Do not store the recovery key with Apple
*Apple can only decrypt the recovery key using exact answers. If you cannot provide
these answers, then Apple will be unable to access the key. Answer attempts may be

restricted. Apple is not responsible for failing to provide the recovery key. Fees may
apply, subject to support eligibility.

® | Cancel | |  Back | [ Continue ]

10. OS X will now prompt you to restart to enable FileVault and begin the whole disk encryption process. Click Restart.

Click “Restart” to restart the Mac and begin the encryption process.

= ~  After restarting, you can use your Mac while the encryption process takes place.
Return to Security & Privacy preferences to check on the progress.

| Cancel || Restart |

11. The login process now takes place when OS X reboots. This authentication serves two purposes: it unlocks the disk and logs the

selected user in.
12. Upon reboot, the Security & Privacy window will open again and display the amount of time remaining until the disk is fully encrypted. The

machine can be used during this time period.
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N FileVault secures the data on your disk by Turn Off FileVault...
/@ encrypting its contents automatically.

FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

Encrypting... [
14 hours remaining

[
Click the lock to make changes. Advanced... )

See Also

® Encryption Landing Page
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