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Identity Finder is a tool to locate sensitive information on E=] Windows Contacts
computers such as: ¥ Windows Defender
B Windows DVD Maker John
% Social Security Numbers &2 Windows Fax and Scan _
. . Documents
< Bank Account/ATM Numbers &C_’) Windows Live Messenger Download
% Credit Card Numbers gmn:uwsma! ; Pictures
. . t
% Drivers License or State Issued ID Numbers nelows vecle ZSmE
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ﬁ Windows Movie Maker Games
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, Extras and Upgrades

1 ] G etti n g Sta I‘ted . Games Metwork

J Identity Finder

Identity Finder is easy to use. To get started go to the Windows LY Identity Finder
Start Menu, choose Programs, then the Identity Finder group, 2 Identity Finder Help

then Identity Finder. W Identity Finder Password Vault
Uninstall

; Maintenance

Connect To

Control Panel

Default Programs

The application may also be on your desktop as an alias.
Help and Support
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2. Profile Password

The first time you use Identity Finder you
will see a dialog box to create a New
Identity Finder Profile. This Profile is
unique to the user logged into Windows.
After you create your Profile, you will need
it to run Identity Finder, because the files
it finds may can contain sensitive
information.

Make sure the password is strong, as it

is also used to protect the files you secure
with Identity Finder, as well as saved
search results. Do not forget this
password; if lost, it is irretrievable.

3. Search Wizard

If you obtained your software from MIT

with settings preconfigured, at the next
window, choose Open Advanced Interface,
then click Next. You may skip the following
instructions for search settings, and proceed
to step 4.

If you did not obtain your software from MIT

with settings preconfigured, chooose
Continue Search Wizard, then click Next.
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Identity Finder Profile Password

identity

@ New Identity Finder Profile

Your Profile allows you to save your settings and automatically use your
Profile Passward when securing results or saving reports. You will be
ashed for this password when Identity Finder starts and when opening
secure results and reports.

Enter Password: | |
Confirm Password: | |

Skip= | Cancel Help

s

Identity Finder \Wizard

& |dentity Finder Search Wizard

|dentity Finder helpz you prevent data leakage by finding and protecting personal
information that can be uzed to commit identity fraud.

Thiz “Wizard iz an eazy way to configure a bagic gearch. Advanced ugers may
zhip thiz wizard and use the main interface.

Start Contirwe Open
Search Search Advanced
Mo Wizard Interface
identity
Cancel ‘ | Help




Check the boxes under AnyFind Searching
to search for Social Security Numbers,
Credit Card Numbers, Bank Account
Numbers, Driver Licenses.

These are the only components we are
legally responsible to protect.

We also advise that you search for
Passwords as well.

You can uncheck Dates of Birth, E-Mail
Addresses, Phone Numbers, Personal
Addresses.

Choose No to using OnlyFind and Click
Next.

Choose No to “Would you like to provide
personal information to find any of the
above identities?”
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Identity Finder Wizard

Automatic Search Using AnyFind

AryFind will find automatically find the selected identities of the selected twpes regardless of whoze
they are and without any information from pou,

~dnyFind Searching
ArwFind will autamatizally find any perzanal information for the fallowing identities:
v Social Secunty Mumbers v Bank Account Murnbers |:| E-Mail Addresses
v D Credit Card Mumnbers v Driver Licenses Phone Mumbers
v Pazzwords Dates of Birth Personal Addresses

~&nyFind Worldwide Searching

“wiould you ke to chooze additional identities to find any perzonal information from zpecific counthies?

ez % Mo

¢ Back MHeut = Cancel | |

Help

Identity Finder Wizard

OnlyFind S5earch Using Your Personal Information
OrniyFind allows pou to find additional identity types by entering specific personal information.

Xy

~ OrlyFind Searching
OnlyFind will find anly the perzonal information you provide for these additional identitiss:
Driver License D E-Mal Address Passport Mumber
D ate of Birth Personal Address Mather's Maiden MName

Phate Murnber

Ywhould you like to provide persanal infarmation ta find any af the above identities?

Yer (oo

¢ Back Mext > Cancel ||

Help




Choose Files and Compressed Files, then
Browsers, then E-Mails and Attachments.

Choose My Computer folder and click Next

again.

Review and confirm your selections.

Click Finish to confirm all your selections.
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Identity Finder Wizard

Locations

Choosge the items and locations on wour computer where pou would like to zearch,

e

~ Locatiors
o Filzs and Compressed Files

W Broweers

W @ E-Mailz and Attachmentz

ﬁ Windows Regizty

~ File Locations

My Documents and Settings

Cusztom Location

¢ Back Memt =

Eancel_ | | Help

s

Identity Finder \Wizard

Confirmation

Please review wour selections below and click Finigh to begin your search. To make changes. click

Back.

M«

~ |dentities

" Credit Card Murmbers " Driver Licenses X Mother's Maiden Mames

" Social Security Numbers 3 Phone Mumberz X Australia TFM

o Pazswords X E-Mail Addresses X CanadaSIM

+ Bank Account Mumbers X Perzonal Addresses *X United Kingdam NINO

X Dates of Birth X Paszsport Humbers ¥ United Kingdam NHS
-~ Locations

W E-Mailz " Browsers X Windows Regizty

. Filez and Compressed Files o My Computer

< Back

Eancel_ ‘ | Help




4. Initiating a Search [{)=ak

| Main | Identities Locations Configuration Tools

- ®|® | EJ[=]
TO Start a SearCh’ CIICk Start under Start St_op Filter Collapse Status Shred Scrub  Secure Quarantine Recycle Ignore
the Main menu. = Results All Rows Window

earch Display Actions

Identity Finder Status x

. . . .Jb832.“? '
centiyaner L G450HA

Searching: c:\documents'job application. tit
. . . . Progress! e s | 60.00% Owerall: Q 10f11
ldentl:?{ F“?fder :Ilwg begln Locations Containing Identity Matches/Total Locations Searched: 28 /248004 Total Identities Found: 871
searching for all identity :
matCheS. A Status WindOW F||ES: 10 @MEssages: 56 Bmwser Data: 3 BWEb Pages/Files: 6
W|" ShOW your SearCh Status @Compressed: 1 @Aﬂad"lments: 2 Registry: 2480159 DambaseTables: 1}
[E)sodal Security: 331 [EJBank Account: 28 [Elrhone: 45 [Elpasspart: ]
Credit Card: 292 Dn'ver License: 2 E-Mail Addr: 5 DMaiden Iamme: ]
Password: 4 Date of Birth: 114 Address: 9 DCustom Twper 0
[ ETgNING (UK): o EIgnHS No. (UK): 1 [*sm(Canada): 0 B TFN(Australia): 2

-

Identity Finder Search Summary X

=| Identity Finder has completed its search and found Identity
Matches that require your attention.

Search Results Summary

When complete, you will see a dialog box Total locations searched during this session: 231
with your summary results. Click Advanced, Locations containing at least one match: 3
Loa[:wew and begin remediation of sensitive S

Please choose how you would like to proceed:

Wizard Advanced Save As Reminder

Updated: April, 2011



= (] =1" B Identity Finder - B X
5. The Results Window @<=~ =
Main Identities Locations | Configuration | Towols o
and Preview Pane [, ©| @
Settings Scheduling Logging Mask Preview |Properties  Reset Results Check for User
K K Matches - | Pane Pane View  Columns = || |Updates !  Guide
. . Advanced Opti vi Hel
The Preview Pane is enabled by default but = —— . —
7 | 1| Location | |1 |1dentity Match | | «| Preview Pane X
can be turned on and Off by CIICkIng the [} @c:\plomments‘lsmdentroster.docx [=) [y Multiple Matches 53 Full Mame D Status a
N - o i - :  JRandy Clemons 037-10-3823 Full Time [l
Preview Pane button on the Configuration Rl Lo [stbrinawal 043464388 PartTime
menu =S . obaobs 08420211 FullTime
) - [E1071-66-8033 t ChristnaMedey 103506967 Ful Tme
. ) | [E]083-42-0211 1 m;sarg?{a;ir:: 137-64-0473 Full Time |
If you click on an Identity Match on the left, - [ 103506967 1 B, e MM R
the reference will be cited and the sensitive :Ejgj;j - Kathicen Weatherly 189168334 Ful Tme
parts highlighted in yellow in the Preview | o 150604540 1 s R e
. L =1 130- Sandra Marti 268-92-6323 Full Ti ||
Pane on the rlght. ] 185-16-8354 ! [orec Resence: 277404452 Part Tme
- [=]211-10-0837 1 Linda Wright 284-20-2504 Full Time
| o222 Janice Wal 301-46-9615 Part i
e ! Mehin Huddieston 305199543 Ful Tme.
- [ 265-62-9301 1 Jason Smith 315-42-9313 Full Time
= L [leeeca  rosmn Rt
. = el Lobbhs ull Time
- (& 277484432 1 Joseph Jones  399-57-1035 Retired
~ 284-20-2804 1 John Bohon 393-32-7793 Full Time
[ s b e menem e
- 305-13-9543 1 Theda Barba 425-43-8616 Full Time
: Raul Oh 450-54-3454 Full i
[ E 315423313 !  Leniter Hel?:lrc_: 455-31-5024 Retred ¥
Search Completed in 0 days, 0 hours, 0 minutes, and 1 second _
6. Actions
Shredding Files
When a location has sensitive identity
match information in it and you wish d =1" B Identity Finder - B X
to remove it from your computer, you " [ _—| - ot Comfiourat .
should utilize the Shred feature. B “en ErHES fratens e o8
Shred is great when you no longer @ [r;n] E—] " =l
need the personal information or any \__/ | | : |
other data in the item. Once you shred start Stop Filter Collapse Status Shred | Scrub  Secure Quarantine Recycle Ignore
a file, it is gone, and irretrievable. ; o EESIE A['l,%lws SRl . pet :
. . « " earc isplay ions
It is not possible to “un-do” Shred.
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Scrubbing or Redacting Personal Information

When a location has sensitive identity
match information in it and you wish to
keep the original file but no longer

need the personal information contained
within it, use the Scrub feature.

This feature is also known as Redact
and is limited to certain file types.

Securing Files

When a location has sensitive identity
match information in it and you wish to
keep the item with the personal
information within it, you should utilize
the Secure feature.

Also known as Encrypt, this feature
prevents unauthorized individuals
from accessing the files. To unencrypt

the files, you must enter your Profile password.

Ignoring Search Results

When |dentity Finder locates an
identity match that is not sensitive,
you may wish to use the Ignore feature.

Ignored matches are added to an
approved exception list, so that
Identity Finder skips them in the future.

;n =1 Bk Identity Finder - B X
: | kain | Identities Locations Configuration Tools 0
N = = —
Start Stop Filter Collapse 5tatus Shred ‘ Scrub | Secure Quarantine Recycle Ignore
~ Results All Rows Window = -
Search Display Actions
@;ﬁ [ Identity Finder - =X
: | Main | Identities Locations Configuration Tools 0
£ m = o |
® [~. o ,] ? _ - :
Start Stop Filter Collapse 5tatus Shred Scrub | Secure | Quarantine Recycle Ignore
- Results All Rows Window = >
Search Display Actions
@:ﬁ [ I Identity Finder - =X
: | Main | Identities Locations Configuration Tools 0

Start Stop

Search

®» @ @

Filter Collapse 5tatus
Results All Rows Window

Display

Shred

Scrub Secure CQuarantine Recycle

-

Actions

Ignore

-

Sensitive data should never be flaggged with Ignore. Action must be taken.
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Issues Seen at MIT

Potential Significant False Positives:

1. 9 digit zip codes without a dash (e.g. 0214591234) - may be flagged as SSN

2. iPass phone book - foreign country access information may be flagged as credit card or account numbers
3. MIT PO # - may be flagged as an account # (10 digits starting with 4500)

4. MIT ID - will NOT be flagged as SSN, but might be flagged as an account number

5. any number in a field headed by ‘Account’ (e.g. a report with GL accounts)

6. BrioQuery results (e.g. files with .bqy extention) might not be searchable.

Multiple Accounts/Roaming Profiles (win.domain)

If there are multiple users on a machine (e.g. one person left MIT; a new account is created for a new person), then
running ldentityFinder under one account will not find items under the other account.

When other users, with roaming profiles, log onto a computer on the win.domain, they bring with them cached files from
their win.domain profile. This includes files that may be on the user’s desktop. If there are files with PIRN in them,
IdentityFinder will not find this information when run by the main user of the computer.

It is recommended that users do not have roaming profiles unless absolutely necessary. Any user with a roaming profile
may NOT store any sensitive information on their desktop.

Other Helpful Links

MIT Hermes Using Identity Finder Link: http://kb.mit.edu/confluence/x/tAKL

Identity Finder « Full Documentation: http://www.identityfinder.com/Help/Client_win
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